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Atomia Identity

1. Structure

» Overview
* A schema of all servers modules, agents and services
* Installation

* Prerequisites (like Atomia DNS Master server installation#Software used by UCP DNS Master server

)

» Updates
» Configuration
« Description of web. config
* API Reference - User API
 |dentity SDK
* Usage
¢ Code Examples
» Technical information
« FAQ
* Release Log
* Roadmap (if applicable)

* License

2. Atomia ldentity - Overview

2.1. Description
Atomia Identity is the service for Identity management in the Atomia Provisioning system.
It provides the following functionalities:
» Claim-based, SAML, authentication and authorization.
» Pluggable sources of claims.
« Identity data management (name, address, email, etc.).

 User and groups management.



https://xiki.pingdom.com/display/UCPDOC/Atomia+DNS+Master+server+installation#AtomiaDNSMasterserverinstallation-SoftwareusedbyUCPDNSMasterserver

Atomia Identity

1.1. 3TS Service

2.2. Environment

Typically, Atomia Identity is used by several applications. These applications use the two main features
of Atomia Identity:

1. STS (Security Token Service) for SAML based authentication and authorization - this feature is
used by all applications to authenticate and authorize users.

2. User Management - this service is used by the central application to maintain the list of users and
their properties.
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ynochronize acoounts  ———Synchronize accounts

Central application
has the responsibility
to synchronize
acoounts in all athar
applications and in the
LICF |dentity.

Authenticate Synchronize accounts

X Authenticate

Y

3. Atomia Identity - Installation

3.1. System Requirements
To install Atomia Identity the system must meet following requirements:
* Microsoft Windows Vista or Microsoft Windows Server 2008 or newer.
» Microsoft .NET Framework 3.5 SP1.
» Microsoft SQL Server 2008 (Express)
* Internet Information Services 7 (1I1S 7)
« Installed Windows, Basic and Anonymous authentication features.

« ASP, ASP.NET, .NET Extensibility, ISAPI extensions, ISAPI filters features installed.

3.2. Firewall requirements

Identity communicates with Provisioning service, Hosting control panel, Billing control panel and
AtomiaAccountApi services. Firewall should allow communications in both ways with servers where those
applications/services are installed. Communication is done over http protocol on port 80.

3.3. System and domain accounts requirements

For provisioning services there must be domain account with following rights:
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« full domain rights
 elevated system privileges

This account will be used for accessing MSSQL server database and 11S7 administration.
3.4. Installation
To install Atomia Identity follow this instructions.

 First step is to download and start At oni al dent i t ySet up. exe application. Window shown on Figure 1 will
be shown.

C,] Atomia Identity Setup L':' =] |£E-J

Welcome to the Atomia Identity
Setup Wizard

This wizard will guide you through the installation of Atomia
Identity.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat your
computer,

Click Mext to continue.

l Mext = | | Cancel

Figure 1: Atomia Identity Setup welcome screen
» To proceed with installation click the Next button.

» Window with the license text will be shown. To continue with setup click on the Next button.
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Li

cense Agreement
Flease review the license terms before installing Atomia Identity. E

Press Page Down to see the rest of the agreement.

|Li::em:e

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Atomia Identity.

Mullsoft Install System v, 44

Figure 2: Atomia Identity License Agreement

» Click Next to proceed.

» The next step is installation of Microsoft SQL Server Express and databases. Enter the name of the
server and choose the type of authentication. Click Next .
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501 Server Setup
Set parameters for S0L Membership Provider and UCP Core databases, E

Spedfy SQL server address Atomia [dentity database.
Also choose type of the authentication.

SOL server |

Choose type of authentication:
@ Windows authentication
() SQL Server authentication

sername | |

Password | |

Repeat passwiord | |

Mullsoft Install System v, 44

< Back

| S

Ment = Cancel

Figure 3: Microsoft SQL Server Express installation

 In the next step provide an account that will be used to run the Atomia ldentity service and click Next
to proceed.
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@ Atomia Identity Setup - Windows Account SetuE - E@u

501 Server Setup
Set parameters for S0L Membership Provider and UCP Core databases, E

Choose an account which is going to be used for Atomia Identity to run as.

(@ Builtsn NETWORK SERVICE account:

(") Another account:

Sccount: | |

Password: | |

Repeat password: | |

Mullsoft Install System v, 44

< Back Mext = Cancel

Figure 4: Atomia Identity service account setup

» Select whether to install the Atomia Identity for current user only or for all users of the computer.
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@ Atomia Identity Setup _ E@u

Choose Users
Choose for which users you want to install Atomia Identity. E

Select whether you want to install Atomia Identity for yourself only or for all users of this
computer, Click Mext to continue,

i@ Install for anyone using this computer

() Install just for me

Mullsoft Install System v, 44

<Back | Next> Cancel

Figure 5. Atomia Identity target user

» Select the destination folder where the Atomia Identity is going to be installed. Click Next to continue
with installation.
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Choose Install Location
Choose the folder in which to install Atomia Identity. E

Setup will install Atomia Identity in the following folder. Tao install in a different folder, dids
Browse and select another folder., Click Mext to continue.

Destination Folder

C:\Program Files (x8a6)\Atomia Browse. ..

Space required: 3. 1MB
Space available: 43, 4G8

Mullsoft Install System v, 44

< Back Mext = Cancel

Figure 6: Atomia Identity installation folder

» Select the Start Menu folder where to install the shortcuts for the Atomia Identity..

10
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Choose Start Menu Folder
Choose a Start Menu folder for the Atomia Identity shaortcuts, E

Select the Start Menu folder in which you would like to create the program's shortouts, You
can also enter a name to create a new folder,

ACCessories -
Administrative Toals

Apache Directory Suite

Axence MNetTools 3.2

Extras and Upgrades

Games

GIGABYTE

Google Talk

KeePass Password Safe

Maintenance

Microsoft Developer Metwark

Microsoft Keyboard -

Mullsoft Install System v, 44

Figure 7: Atomia Identity Start Menu folder

» Click Next and the installation process begins. The following window will be shown.

11
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Installing
Flease wait while Atomia Identity is being installed. E

Setup Atomia Identity UserfApi web application. ..
I— O —————
Extract: Microsoft.Practices. ObjectBuilder2.dll... 100%: -
Extract: Microsoft. Practices. Unity, Configuration.dll... 100%:

Extract: Microsoft.Practices. Unity.dll... 100%:

Cutput folder: C:\Program Files (x86)\Atomia\Atomia Identity\UserAPT

Cutput folder: C:'\Program Files (x8a)\Atomia
Setup Membership provider web application. ..

-Done
Setup Atomia Identity STS web application. ..

-Done E

Setup Atomia Identity UserfApi web application...

Mullsoft Install System v, 44

< Badk ” Mext = | | Cancel |

Figure 8: Atomia Identity installation progress

» Wait until installation is finished. You should be able to see the window as the one shown on Figure
10. Click Next .

12
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Installation Complete
Setup was completed successfully, E
Completed

Execute: "C:iwindows\WMicrosoft, Met\Frameworka4w 3. 0YWindows Communication Fo.., =
COutput folder: C:\Program Files (x&6)YAtomia

Created uninstaller: C:\Program Files (x8a)\Atomia\Atomia IdentitylAtomialdentitylin...
Cutput folder: C:\ProgramDataMicrosoftiWindowsStart Menu\Programs\Atomia

Create folder: C:'\ProgramDataMicrosoft\Windows\Start Menu'\Programs'atomiatato...
Create shortcut: C:\ProgramData MicrosoftiWindows\Start Menu'\Programs\Atomial, . .
Create shortcut: C:\ProgramData MicrosoftWindows\Start Menu'Programsatomial, ..
Create shortcut: C:\ProgramData Microsoft\Windows\Start Menu'Programsatomial, ..
Create shortcut: Cr'\ProgramData\MicrosoftiWindows\Start Menu'\Programsiatomiat, .. @
Completed

Mullsoft Install System v, 44

< Badk |E~___r'-_...l‘eut = Cancel

Figure 9: Atomia Identity installation is completed

» The installation procedure ends with the window shown in Figure 10. Click Finish .

13
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ISR

E‘] Atomia Identity Setup

Completing the Atomia Identity
Setup Wizard

Atomia Identity has been installed on your computer,

Click Finish to dose this wizard.

ack || Finish | Cance

Figure 10: Atomia Identity installation is finished

3.5. Installation troubleshooting

3.5.1. Atomia Provisioning separately installed:

If Atomia Provisioning Service is installed separately, then some manual changes must be made to the
web.configuration files of Atomia Provisioning and Atomia Identity. Also, some of the certificates must be

added from one machine to another.

3.5.1.1. Certificates:

* From the machine where Atomia Provisioning is installed, take AtomiaProvisioningCer.cer from the
installation folder and on the Atomia Identity machine import this certificate (under the Local computer)
into the following stores: Personal, Trusted root certificate authorities and Trusted people.

3.5.1.2. Changes to the Atomia Provisioning Web.config file:

» Change the connection string for the Atomia Indentity databases (AtomiaUserManagement and
Atomialdentity):

<connectionStrings>
<add name="|dentityProvi der ConnectionString" connectionString="Data Source=l ocal host

\ SQLEXPRESS; I ni ti al Catal og=Atom aldentity;|ntegrated Security=SSPI;" providerNanme="" />
<add nanme="User Managenent Conecti onStri ng" connectionString="Data Source=l ocal host
\ SQLEXPRESS; I ni ti al Cat al og=At om aUser Managenent ; | nt egrated Security=True;"
provi der Nane="System Data. Sql dient" />
</ connectionStrings>

« Change certificate thumbprint for the Atomia Indentity certificate.

14
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<m crosoft.identityNodel >
<servi ce>
<i ssuer NaneRegi stry
type="M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NanmeRegi stry,
M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKeyToken=31bf 3856ad364e35" >
<trust edl ssuers>
<add nanme="CN=Atom a |dentity" thunbprint="0B1801359CD5F0787E38AF9820544E76B6F9772A" />
</trustedl ssuers>
</i ssuer NaneRegi st ry>

3.5.1.3. Changes to the Atomia Test Client app.config file

» All addresses which point to the location of the AtomialdentitySts service, ie "http://localhost/
AtomialdentityStS/..." should be changed to point to the real location of the Atomia Indeity Sts service.

» All addresses which point to the Atomia Provisioning service should point to the localhost Atomia
provisioning service "http://localhost/AtomiaProvisioning/..."

4. Atomia Identity - Configuration

Work in progress
This document is not finished yet. When it gets finished this box will be removed.
4.1. About

This document should describe how should developers configure and use the Atomia Identity Security
Token Service (STS) from their applications.

15
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4.2. Atomia Identity (STS) Authentication architecture

2. Authanticata
with user credentials

5 Use 4. SAML Token
with claims for Web Application

3. UCP Identity
e
T. Authenticate (STS service)

using certificate act as User

. Weab Application
. 3AML Token

8. Use
with claims for WCF

 J

10. WCF sarvice

By looking at the image above we could distinguish two different Authentication paths:

1. Authenticating user to use web application (steps 1, 2, 3, 4) - To be able to use the web application
user must authenticate to the STS, providing the username and password. Then the user gets the SAML
token key containing the set of claims those identify the user to the Web Application.

2. Authenticating web application to use WCF service (with identity delegation) (steps 6, 7, 3, 8) -
In order to use the WCF service through the web application, web application needs to delegate user's
credentials to the STS by providing the user's token (given to the user in the previous iteration) and its
certificate. Then the WCF service has the identity information about the logged user and its delegate
(web application).
4.3. Configuring WCF to use Identity STS authentication
Video Source
4.3.1. WCF application config file

We are starting from conficuration like this:

<configuration>

<syst em servi ceMbdel >

<servi ces>

<servi ce behavi or Confi gurati on="Cor eServi ceBehavi or"

nane="Ser vi ce. Cor eServi ce" >

<endpoi nt address="" bi ndi ng="wsHt t pBi ndi ng" contract="Service. | CoreServi ce">

16
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<identity>

<dns val ue="1ocal host" />

</identity>

</ endpoi nt >

<endpoi nt address="mex" bi ndi ng="nmexHttpBi ndi ng" contract="1 Mt adat aExchange" />
<host >

<baseAddr esses>

<add baseAddress="http://I ocal host: 8700/ CoreService/" [>
</ baseAddr esses>

</ host >

</ service>

</ servi ces>

<behavi or s>

<servi ceBehavi or s>

<behavi or nanme="Cor eServi ceBehavi or ">

<servi ceMet adat a httpGet Enabl ed="true" />

<servi ceDebug i ncl udeExcepti onDet ai |l | nFaul ts="fal se" />
</ behavi or >

</ servi ceBehavi or s>

</ behavi or s>

</ system servi ceMbdel >

</configuration>

As we can see we are starting with one WCF service | Cor eSer vi ce that does not need any authentication.

To enable authentication using At oni a | denti ty in this file we will add config section for ni crosoft. i dentity

<l-- NEW-->
<confi gSecti ons>
<section name="m crosoft.identityMdel"

type="M crosoft.|dentityMdel.Configuration. M crosoftldentityMdel Section

M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral

Publ i cKeyToken=31bf 3856ad364e35"/ >
</ confi gSecti ons>
<m crosoft.identityMdel >
<servi ce>
<i ssuer NaneRegi stry

type="M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NaneRegi stry,

M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral

Publ i cKeyToken=31bf 3856ad364e35" >
<trust edl ssuers>
<add name="CN=Atoni a ldentity" thunbprint="72071a7a2b933bd5b73bbb4b026c575cch2d2ca4"/ >
</trustedl ssuers>
</ i ssuer NameRegi stry>
<securityTokenHandl er s>
<renove type="M crosoft.|dentityMdel.Tokens. Sanm 11. Sanl 11SecurityTokenHandl er
M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral

Publ i cKeyToken=31bf 3856ad364e35"/ >
<add type="M crosoft.|dentityMdel.Tokens. Sanm 11. Sanm 11SecurityTokenHandl er

M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral

Publ i cKeyToken=31bf 3856ad364e35" >
<saml Securit yTokenRequi r ement >
<nanmeC ai niTfype val ue="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ name"/ >
<rol ed ai nType val ue="http://schemas.troxo.com ucp/ 2009/ 04/ ucpcor e/ cl ai s/ gr oups"/ >
</ sam SecurityTokenRequi r ement >
</ add>
</ securityTokenHandl er s>
</ servi ce>
</ m crosoft.identityMdel >

In this config file few things are important to note:

* line 09 - We define with which issuer our WCF application has trusted relation.
« line 17 - Defines value of which token type will be interpreted as username

« line 18 - Defines value of which token type will be interpreted as users role

Now, we should configure our service to use federated authentication

<syst em servi ceModel >

<servi ces>

<servi ce behavi or Confi gurati on="CoreServi ceBehavi or"
name="Ser vi ce. Cor eSer vi ce" >

17



Atomia Identity

<endpoi nt address="" bi ndi ng="wsFeder ati onHtt pBi ndi ng" contract="Servi ce. | CoreService"
bi ndi ngConfi gurati on="wsFed" >

</ endpoi nt >

<endpoi nt address="mex" bi ndi ng="nmexHttpBi ndi ng" contract="1Met adat aExchange" />

<host >

<baseAddr esses>

<add baseAddress="http://I ocal host: 8700/ CoreService/" [>

</ baseAddr esses>

</ host >

</ servi ce>

</ servi ces>

<bi ndi ngs>

<wsFeder ati onHt t pBi ndi ng>

<bi ndi ng name="wsFed" >

<security npde="Message">

<nessage issuedKeyType="Symetri cKey" issuedTokenType="">

<cl ai nrypeRequi r enent s>

<add cl ai nType="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dent i ty/ cl ai ns/ nane"
i sOptional ="fal se"/>

<add cl ai nType="http://schenmas. troxo. com ucp/ 2009/ 04/ ucpcor e/ cl ai s/ gr oups"
i sOptional ="true"/>

</ cl ai mlypeRequi r emrent s>

<i ssuer address="http://|ocal host: 50680/ At om al dentityStS/ Atom aSts. svc/usernanme/" />

<i ssuer Met adat a address="http://| ocal host: 50680/ At omi al dentityStS/ At om aSts. svc/ nex" />

</ nessage>

</security>

</ bi ndi ng>

</ wsFeder ati onHt t pBi ndi ng>

</ bi ndi ngs>

<behavi or s>

<servi ceBehavi or s>

<behavi or name="Cor eServi ceBehavi or" >

<servi ceMet adat a htt pGet Enabl ed="true"/>

<servi ceDebug i ncl udeExcepti onDetai |l | nFaul t s="true"/>

<servi ceAut hori zati on princi pal Perm ssi onvbde="None"/>

<servi ceCredenti al s>

<i ssuedTokenAut henti cati on al | omnt rust edRsal ssuers="f al se"
certificateValidati onMdde="Peer Or Chai nTrust" audi enceUri Mode="Never"
revocati onMbde="0Onl i ne" trustedStoreLocati on="Local Machi ne">

<knownCertifi cat es>

<add findVal ue="UCP Aut horization Service" storeLocati on="Local Machi ne"

st or eName="Tr ust edPeopl e" x509Fi ndType="Fi ndBySubj ect Nane"/ >

</ knownCertificates>

</ i ssuedTokenAut henti cati on>

<serviceCertificate storeLocation="Local Machi ne" storeNane="M"

x509Fi ndType="Fi ndBySubj ect Nane" fi ndVal ue="UCP Core">

</serviceCertificate>

</ servi ceCredenti al s>

</ behavi or >

</ servi ceBehavi or s>

</ behavi or s>

</ system servi ceMbdel >

 Line 06 - Defines that we use now wsFederationHttpBinding

» Lines 19 to 31 - Describes federated http bindings setting
e Lines 23 to 26 - What claim types we are requesting from At oni a I dentity for our WCF
¢ Lines 27 and 28 - Defines location of identity provider for

On the STS side we should add RP (Rely party) certificate and inform STS that for given URI should use
that certificate. This is done in two steps:

1. Set which RpCertProvider to use for given RP URI

<type type="I|RpCertProvider" nmapTo="Atom aRpCertificateProvider" nane="http://
| ocal host : 8700/ Cor eSer vi ce/ " ></t ype>

2. For AtomiaRpCertProvider set how to find certificate

<add storelLocation="Local Machi ne" storeNane="Trust edPeopl e" x509Fi ndType="Fi ndBySubj ect Nane"
findVal ue="CN=MW/WebSer vi ce" rpAddress="http://Iocal host: 8700/ CoreService/" />

18
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Of course, you will have to install that certificate on given location.
4.3.2. Client configuration

If we now update service reference on client side Visual Studio will generate config file like:

<?xm version="1.0" encodi ng="utf-8" ?>

<configuration>

<syst em servi ceMbdel >

<bi ndi ngs>

<wsFeder ati onHt t pBi ndi ng>

<bi ndi ng name="W5Feder ati onHt t pBi ndi ng_| Cor eSer vi ce" cl oseTi neout =" 00: 01: 00"
openTi meout =" 00: 01: 00" recei veTi meout =" 00: 10: 00" sendTi neout =" 00: 01: 00"
bypassProxyOnLocal ="f al se" transacti onFl ow="fal se" host NaneConpari sonMbde="StrongW | dcard"
maxBuf f er Pool Si ze="524288" nmaxRecei vedMessageSi ze="65536"

messageEncodi ng="Text" textEncodi ng="utf-8" useDefaul t WebProxy="true">

<r eader Quot as maxDept h="32" maxStri ngCont ent Lengt h="8192" maxArraylLengt h="16384"
maxByt esPer Read="4096" maxNanmeTabl eChar Count ="16384" />

<reliabl eSessi on ordered="true" inactivityTi meout="00: 10: 00"

enabl ed="f al se" />

<security node="Message">

<nessage al gorithnSuite="Default" issuedKeyType="Symretri cKey"

negot i at eServi ceCredenti al ="true">

<cl ai mrypeRequi r enent s>

<add cl ai mype="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nane"

i sOptional ="fal se" />

<add cl ai mype="http://schenmas. troxo. com ucp/ 2009/ 04/ ucpcor e/ cl ai s/ gr oups"

i sOptional ="true" />

</ cl ai mMlypeRequi r enment s>

<i ssuer address="http://|ocal host: 50680/ At oni al dentityStS/ Atom aSts. svc/usernanme/" />
<i ssuer Met adat a address="http://| ocal host: 50680/ At om al dentityStS/ At onmi aSts. svc/ nex" />
</ message>

</security>

</ bi ndi ng>

</ wsFeder ati onHt t pBi ndi ng>

</ bi ndi ngs>

<client>

<endpoi nt address="http://| ocal host: 8700/ CoreServi ce/" bi ndi ng="wsFeder ati onHt t pBi ndi ng"
bi ndi ngConf i gur ati on="WSFeder ati onHt t pBi ndi ng_| Cor eSer vi ce"

contract =" Cor eServi ceNanespace. | Cor eServi ce" nanme="WSFeder ati onHt t pBi ndi ng_| Cor eServi ce">
<identity>

<dns val ue="| ocal host" />

</identity>

</ endpoi nt >

</client>

</ system servi ceMbdel >

</configuration>

If you look line 24 you will see that is set what is address of STS server but its not set how to authenticate
to this service. We will need to update that line like:

<i ssuer address="http://|ocal host: 50680/ Atoni al dentityStS/ Atom aSts. svc/ usernane/ "
bi ndi ng="wsHt t pBi ndi ng"
bi ndi ngConfi guration="http://| ocal host: 50680/ At om al dentityStS/ At om aSts. svc/ usernane/ ">
<identity>
<certificate encodedVal ue=" AWAAAAEAAAAUAAAAUOr +Dvx. .. " [>
</identity>
</issuer>

Now we should add new bindingConfiguration:

<wsHt t pBi ndi ng>

<bi ndi ng name="http://I| ocal host: 50680/ At om al dentityStS/ At om aSts. svc/ user nane/ "
cl oseTi meout =" 00: 01: 00" openTi neout =" 00: 10: 00" recei veTi neout ="00: 10: 00"
sendTi meout =" 00: 01: 00" bypassProxyOnLocal ="fal se" transacti onFl ow="f al se"

host NameConpar i sonvbde=" St rongW | dcar d* naxBuf f er Pool Si ze="524288"

maxRecei vedMessageSi ze="65536" nessageEncodi ng="Text" text Encodi ng="utf-8"
useDef aul t WebProxy="true" al | owCooki es="fal se">

<r eader Quot as maxDept h="32" maxStri ngCont ent Lengt h="8192" maxArraylLengt h="16384"
maxByt esPer Read="4096" nmaxNanmeTabl eChar Count ="16384" />

<reliabl eSessi on ordered="true" inactivityTi meout="00: 10: 00"

enabl ed="f al se" />

<security node="Message">
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<nessage clientCredential Type="User Name" negoti at eServi ceCredenti al ="true"
al gorithntuite="Default" establishSecurityContext="true" />

</security>

</ bi ndi ng>

</wsHt t pBi ndi ng>

With this binding configuration we have set how the client will be authenticated to the STS.
4.3.3. Certificates locations

If we assume that certificate for Atomia Identity is Atonialdentity.cer and certificates for RP are
WCFSer vi ce. cer and WCFSer vi ce. pf x locations for them will be:

1. On STS Side:
a. WCFSer vi ce. cer => Local Conput er | Tr ust edPeopl e
2. On RP Side:
a. Atom aldentity.cer => Local Conputer| Trusted root certificate authorities
b. Atoni aldentity.cer => Local Conputer| Trusted peopl e
C. WCFSer vi ce. pf x => Local Conput er| Per sonal
3. On client side

a. WCFSer vi ce. cer => Local Conputer| Trusted root certificate authorities

4.4. Authenticating user to use web application to the web application using sign-in
form with username and password

Sample source code

Step 1: Step 2: Step 3:

User visits the restricted page or dicks “Sigr-in” link User Logs in ta the Atomia Idantity, receives User can now access the desired restricted page
and gets redirected to the Atomia Identity login page appropriate claims and is redirected back to the
original page
1.3. 302 FOUND
‘Web Application redirerects
r " 2.2 K
Usn?r to Atomia Identity 2.1. User signs in with the i -
A User  login page A. User username and password A User
1.1. User tries to access 22,302 FOUND an Usert_nesdto acce[ss
the restricted part of Atomia Identity gi the restricted part o
e omia ldantiy ghves the web application, now
the web application required claims to user

with a iate claims
and redirects him back PR

to the originally requested
page

1.2. Web application
B. Web application | expects claims for B. Web application
usermame and role
which are not found
in user's request

C. Atomia |dentity

ol page) B. Web application

4.4.1. Atomia Identity STS Configuration

In order that STS could identify the user for the web application it should be hosted on the web server
and provide some login page where your application will redirect for logging in. When you log in SAML
token with claims has been created by the STS and you will be redirected back to your application. To
make the service to be able to create a token it must contain the page that needs to check if the user need
to be redirected to the login page and to translate SAML token(in our example that page will be titled as
PassiveStsEndPoint.aspx ).

Also in the web.config of the Atomia Identity (STS) we need to define relaying party application address:

<rel yi ngPar t yConfi gur ati on>
<rel yi ngParty>
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<add storelLocation="Local Machi ne" storeNane="Trust edPeopl e" x509Fi ndType="Fi ndBySubj ect Nane"
findVal ue="CN=UCP Core" rpAddress="http://local host/Mrcldentity"/>

</relyingParty>

</relyingPartyConfiguration>

For the Atomia Identity (STS) we must set which Certificate Provider to use for our web application URI:

<type type="|RpCertProvider" mapTo="Atom aRpCertificateProvider" nane="http://| ocal host/
M/cl dentity">
</type>

We should also set what claims types will need to provide Atomia Identity for our web application

In element with xpath confi gurati on\ at oni aSTSConf i g\ passi veRpd ai nRequest s should be added element
that looks like:

<real m address="http:/ /| ocal host: 63340/ ">

<add cl ai nType="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ name"/ >

<add cl ai nType="http://schemas. at om a. com at onmi a/ 2009/ 04/ i denti ty/ cl ai ms/ gr oups" />
</real m>

4.4.2. Web Application Configuration

 Inordertoreference and use the Atomia Identity (STS), one should have Microsoft Geneva Framework
installed and referenced as a dll (Microsoft.IdentityModel.dll). You can download and install from this url
- download Geneva Framework .

* In order to use Atomia Identity (STS) there are also some config sections should be implemented in
web.config file.

<confi gSecti ons>

<section nanme="m crosoft.identityMdel"
type="M crosoft.|dentityMdel.Configuration. M crosoftldentityMdel Section,
M crosoft.|dentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKkeyToken=31bf 3856ad364e35"/ >

</ confi gSecti ons>

<m crosoft.identityNModel >

<servi ce>

<i ssuer NaneRegi stry
type="M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NaneRegi stry,
M crosoft.|dentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKkeyToken=31bf 3856ad364e35" >

<t rust edl ssuer s>

<add nanme="CN=UCP Aut horization Service"
t hunbpri nt =" bb4af eOef c6ab35a1006355c231e5b3a5d829625" / >

</trustedl ssuers>

</i ssuer NameRegi stry>

<audi enceUri s>

<add val ue="http://| ocal host/ Mcldentity"/>

</ audi enceUri s>

<securi tyTokenHand| er s>

<add type="M crosoft.|dentityMdel.Tokens. Sam 11. Sam 11Securi t yTokenHandl er,
M crosoft.|dentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKkeyToken=31bf 3856ad364e35" >

</ add>

</ securityTokenHandl er s>

<f eder at edAut hent i cat i on>

<wsFederation requireH tps="fal se" passiveRedirect Enabl ed="true" issuer="http://

| ocal host: 50680/ At omi al denti tySt S/ Passi veSt sEndpoi nt. aspx" real m="http://| ocal host/

Micl dentity" ></wsFederation>

<cooki eHandl er requireSsl="fal se"/>

</ f eder at edAut hent i cat i on>

<serviceCertificate>

<certificateRef erence x509F ndType="Fi ndBySubj ect Nane" fi ndVal ue="UCP Core"
storeLocati on="Local Machi ne" storeName="MW"/>

</ serviceCertificate>

</ servi ce>

</ m crosoft.identityModel >
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<syst em web>
<aut henti cati on node="None"/ >
<ht t pModul es>

<add name="Sessi onAut henti cati onMbdul e"

type="M crosoft.|dentityMddel . Web. Sessi onAut henti cati onMbdul e, M crosoft.|dentityMdel
Version=0.6.1.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
<add name="WSBFeder at i onAut henti cati onModul e"

type="M crosoft.|dentityMdel.Wb. WsFeder at i onAut hent i cati onMbdul e

M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral

Publ i cKeyToken=31bf 3856ad364e35"/ >

</ ht t pModul es>
</ syst em web>

<syst em webServer >

<nmodul es>

<add name="Sessi onAut henti cati onMddul e"

type="M crosoft.|dentityMddel . Web. Sessi onAut henti cati onMbdul e, M crosoft.|dentityMdel
Version=0.6.1.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
<add name="WSFeder at i onAut henti cati onModul e"

type="M crosoft.|dentityMdel.Wb. WsFeder at i onAut hent i cati onMbdul e

M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"
preCondi ti on="nmanagedHandl er"/ >

+ First section is the microsoft.identityModel

« in the configSections copy the section tag that adds the microsoft.identityModel configuration.
« take the whole section microsoft.identityModel and copy to the web.config.

* intrustedlssuers section you add the issuer you trust (hame of the STS service and the thumbprint
of its certificate).

¢ inaudienceUris set your url identification.

- federatedAuthentication/wsFederation attribute issuer set the url of the STS' page that accepts
authentication request and translates the SAML token into set of claims (in above - STS configuration
section - we used to call that page PassiveStsEndPoint.aspx ).

» system.web section

« For the authentication tag set the attribute mode to None since we are using external STS
authentication service.

¢ The next step inserts 2 new HttpModules in the pipeline.

e In the system.webServer/modules need to add same two modules as in the previous httpModules
section.

» Set the attribute enabled to false in the <roleManager> tag.

When all above is set the web application is ready to use the STS as an authentication provider. No other
membership providers or authentication section need to be defined in the configuration file.

4.4.3. Using authorization data in the web application
The usage of the application after this configuration is quite easy.

1. Define pages those need the authorization (using web.config or using ClassAttributes [UCP:Authorize]
before methods definitions in the MVC controllers classes).

a. In ASP.NET web forms for the current directory in web.config you need to set

<aut hori zati on>
<deny users="?" />
</ aut hori zati on>
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b. In ASP.NET MVC, above the method definition in the controller class that do some action you need
to put the attribute class [UCP:Authorize]

[ Aut hori ze]
public ActionResult Managenent ()

{
return View);
}

2. In both cases above when the user tries to access pages those require to be authorized he will be
redirected to the STS Login page.

3. When the web application is being authenticated we are able to read claims provided by the STS.
4. IClaimsldentity contains property Claims represents the ClaimsCollection.
5. Every claim in collection is of type Claim which contains basic claim property as ClaimType and Value.

Therefore Relaying Party (RP) service by the given set of claims could authorize the user for some actions.

IClainsldentity clainsldentity = Thread. CurrentPrincipal.ldentity as | dainsldentity;
foreach (Claimclaimin clainsldentity.d ai ns)

{

Consol e. Wi telLine(claimd ai mlype) ;

Consol e. Wi telLi ne(cl ai m Val ue);

}

or if it is asp.net web form page

IClainsldentity ci = User.ldentity as |IC ainsldentity;

foreach (var claimin ci.d ains)

{

Response. Wite(string. Format ("<di v>Cl amtype: {0}; Cdaimvalue: {1}; daimissuer: {2}</
di v>",

claimC ai nifype, claimValue, claimlssuer));

}

4.5. Configuring STS to allow clients certificate based authentication

The STS should be aware of the web application's certificate via which the web application will authenticate
to the STS.

Add the information about your web application's certificate to the web. config of the STS within the
m crosoft.identityMdel section:

<i ssuer NaneRegi stry
type="M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NameRegi stry,
M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKeyToken=31bf 3856ad364e35" >
<trust edl ssuers>
<add name="CN=Your Wb Application Certificate Nane"
t hunbpri nt =" 14f 8d3701f 0121e20a934baf 140d712b4d83550d" / >
</trustedl ssuers>
</i ssuer NaneRegi st ry>

The same element should be added in element with xpath configuration\nicrosoft.identityMdel
\'service\securityTokenHandl er s\ securityTokenHandl er Confi gurati on\i ssuer NaneRegi stry
\trustedl ssuers

Change the following properties in the above example:

XML Section Property Description Example

issuerNameRegistry - nane CN value of your CN=Your Web

> trustedlssuer web application's Application Certificate
certificate Name
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XML Section Property Description Example
issuerNameRegistry - thunbpri nt Thumbprint of your 14f8d3701f0121e20a934baf140d712b4d
> trustedlssuer web application's

certificate

To view details of your web application's certificate use Microsoft Management Console application ( mmc

).

There's one additional setting that needs to be added to the web. confi g within the rel yi ngParty section :

<add storelLocation="Local Machi ne" storeNane="Trust edPeopl " x509Fi ndType="Fi ndBySubj ect Nane"
findVal ue="CN=Your Web Application Certificate Name" rpAddress="Your Web Application's
address"/ >

For the Atomia Identity (STS) we must set which Certificate Provider to use for our web application URI:

<type type="I|RpCertProvider" napTo="Atom aRpCertificateProvider" nane="http://| ocal host/
Micl dentity">
</type>

Change the following properties in the above example:

XML Section Property Description Example

relyingParty -> add findval ue CN value of your CN=Your Web
web application's Application Certificate
certificate Name

relyingParty -> add r pAddr ess The address of your http://localhost:52144/
web application

4.6. Configuring WCF to allow clients certificate based authentication

4.6.1. Step 1

Add the reference to Microsoft.ldentity.dll in the WCF application.

4.6.2. Step 2

Add the microsoft.Identity config section in the WCF application's web.config file:

<confi gSecti ons>

<section name="m crosoft.identityNMbodel"
type="M crosoft.|dentityMdel.Configuration. McrosoftldentityMdel Secti on,
M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i cKeyToken=31bf 3856ad364e35"/ >

</ confi gSecti ons>

4.6.3. Step 3

Add a new section in the WCF application's web.config file within the confi gurati on section:

<m crosoft.identityModel >
<servi ce>
<i ssuer NaneRegi stry
type="M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NanmeRegi stry,
M crosoft.ldentityMdel, Version=0.6.1.0, Culture=neutral,
Publ i ckeyToken=31bf 3856ad364e35" >
<trust edl ssuers>
<add nanme="CN=UCP Aut hori zation Service"
t hunbpri nt =" 72071a7a2b933bd5b73bbb4b026c575ccb2d2cad" / >
</trustedl ssuers>
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</i ssuer NaneRegi st ry>
<securityTokenHandl er s>

<renove type="M crosoft.|dentityMddel. Tokens. Sam 11. Saml 11Secur it yTokenHandl er,

M crosoft. | dentityMdel,
Publ i cKeyToken=31bf 3856ad364e35"/ >

Ver si on=0.6.1.0, Culture=neutral,

<add type="M crosoft.|dentityMdel.Tokens. Sam 11. Sam 11SecurityTokenHandl er,

M crosoft. | dentityMdel,
Publ i cKeyToken=31bf 3856ad364e35" >

Ver si on=0.6.1.0, Culture=neutral,

<sam SecurityTokenRequi rement audi enceUri Mbde="Never">
<naned ai nType val ue="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nanme"/ >
<rol ed ai nType val ue="http://schemas.troxo.com ucp/ 2009/ 04/ ucpcor e/ cl ai s/ gr oups"/ >

</ sam SecurityTokenRequi r ement >
</ add>

</ securityTokenHandl er s>

</ servi ce>

</m crosoft.identityMdel >

Change the following properties in the above example:

XML Section Property

issuerNameRegistry - nane
> trustedlIssuer

issuerNameRegistry - thunbpri nt
> trustedlssuer

securityTokenHandlers type

securityTokenHandlers-nanmed ai nilype
> rol ed ai niTypes
samlSecurityTokenRequirement

4.6.4. Step 4

Description

CN value of the
trusted application
that issued the token

Thumbprint  of the
certificate from the
trusted application

that issued the token

The class(with
assembly info) that
is handling the STS
token

List of claims that are
contained in the token

Example

CN=UCP
Authorization Service

72071a7a2h933bd5b7]

Microsoft.ldentityMode
Microsoft.ldentityMode
Version=0.6.1.0,
Culture=neutral,
PublicKeyToken=31bf3

<naneC ai nilype

val ue="http://
schemas. xm soap. or g/
ws/ 2005/ 05/
identity/clains/
nane"/ >
<rol ed ai nilypes>
<add

val ue="http://
schenss. t r oxo. conl
ucp/ 2009/ 04/
ucpcor e/ cl ai ns/
groups"/ >
</rol ed ai nilypes>

Add a section in the WCF application's web.config file within the <syst em servi ceMdel > section:

Bbbb4b026c575cc

.Tokens.Saml|11.¢

856ad364e35

<servi ces>

<servi ce behavi or Confi gurati on="UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ceBehavi or"

name=" UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ce" >

<endpoi nt address="" bi ndi ng="wsFeder ati onHt t pBi ndi ng"
cont r act =" UCPAut hPr ot ot ype. Test Ser vi ce. | Cor eSer vi ce"
bi ndi ngConfi gur ati on="STSBi ndi ngConfi gurati on">

</ endpoi nt >

<endpoi nt address="nmex" bi ndi ng="nmexHttpBi ndi ng" contract="1 Mt adat aExchange" />

<host >
<baseAddr esses>

<add baseAddress="http://I ocal host: 8700/ CoreService/" [>

</ baseAddr esses>
</ host >
</ service>




Atomia Identity

</ servi ces>
<bi ndi ngs>
<wsFeder ati onHt t pBi ndi ng>
<bi ndi ng name="STSBi ndi ngConfi guration" >
<security npde="Message">
<nessage issuedKeyType="Symetri cKey" issuedTokenType="">
<cl ai nrypeRequi r enent s>
<add cl ai nType="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dent i ty/ cl ai ns/ nane"

i sOptional ="fal se"/>
<add cl ai nType="http://schemas. m crosoft.com ws/ 2006/ 04/i dentity/clai nms/role"

i sOptional ="true"/>
</ cl ai mlypeRequi r ement s>
<i ssuer address="http://|ocal host: 50680/ At omi al dentityStS/ Atom aSts. svc/cert/" />
<i ssuer Met adat a address="http://| ocal host: 50680/ At omi al dentityStS/ At om aSts. svc/ nex" />
</ nessage>
</security>
</ bi ndi ng>
</ wsFeder ati onHt t pBi ndi ng>
</ bi ndi ngs>
<behavi or s>
<servi ceBehavi or s>
<behavi or nanme="UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ceBehavi or" >
<servi ceMet adat a httpGet Enabl ed="true" />
<servi ceDebug i ncl udeExcepti onDetail | nFaul ts="true" />
<servi ceAut hori zati on princi pal Perm ssi onMbde="None"/>
<servi ceCredenti al s>
<i ssuedTokenAut henti cati on al | omnt r ust edRsal ssuers="f al se"
certificateValidati onMbde="Peer Trust" audi encelUri Mode="Never" revocati onMbde="Onli ne"
trustedStorelLocati on="Local Machi ne">
<knownCertifi cat es>
<add findVal ue="UCP Aut horization Service" storeLocati on="Local Machi ne"

st or eName="Tr ust edPeopl e" x509Fi ndType="Fi ndBySubj ect Nane"/ >
</ knownCertificates>
</ i ssuedTokenAut henti cati on>
<serviceCertificate storeLocation="Local Machi ne" storeNane="M"

x509Fi ndType="Fi ndBySubj ect Nane" fi ndVal ue="UCP Core"/>
</ servi ceCredenti al s>
</ behavi or >
</ servi ceBehavi or s>
</ behavi or s>

Let's explain the ser vi ce , bi ndi ngs and behavi or s sections separately - let's start from the bi ndi ngs section:

<bi ndi ngs>
<wsFeder ati onHt t pBi ndi ng>
<bi ndi ng nanme="STSBi ndi ngConfi gurati on" >
<security node="Message">
<nmessage i ssuedKeyType="Symetri cKey" i ssuedTokenType="">
<cl ai nlypeRequi r emrent s>
<add cl ai nilfype="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nane"
i sOptional ="fal se"/>
<add cl ai nifype="http://schemas. m crosoft.conl ws/ 2006/ 04/identity/clains/role"
i sOptional ="true"/>
</ cl ai mnlypeRequi r ement s>
<i ssuer address="http://| ocal host: 50680/ At om al dentityStS/ At om aSts.svc/cert/" />
<i ssuer Met adat a address="http://| ocal host: 50680/ At om al denti tySt S/ At om aSts.svc/ mex" />
</ message>
</security>
</ bi ndi ng>
</ wsFeder ati onHt t pBi ndi ng>
</ bi ndi ngs>

The binding defines the way of communication between the WCF service and the Web application that
wants to use the WCF service. This element holds a collection of standard and custom bindings which
are is identified by their name. So, the communication will be done through wsFederationHttpBinding - a
binding that supports WS-Federation.

These are the settings that can be changed in the above section:

XML Section Property Description Example
wsFederationHttpBindingane Binding identifier STSBindingConfiguration
-> binding
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XML Section Property Description

message {{claimTypeRequiremenihpg list of claims the
web application needs
to provide in order to

use the WCF service

message -> issuer addr ess The address of
the STS where
the web application
should obtain the
claims from

message -> address The address of the

issuerMetadata STS's metadata

Example

<add

cl ai nType="http://
schemas. xm soap. or g/
ws/ 2005/ 05/
identity/
cl ai ms/ name"

i sOptional ="fal se"/
>
<add

cl ai nType="http://
schemas. m crosoft. cg
ws/ 2006/ 04/
identity/
clai ms/rol e"

isOptional ="true"/
>

http://localhost:50680/
AtomialdentityStS/
AtomiaSts.svc/cert/

http://localhost:50680/
AtomialdentityStS/
AtomiaSts.svc/mex

m

The behavi or section defines behavior elements consumed by services. Each behavior element is

identified by its unique name attribute.

<behavi or s>
<servi ceBehavi or s>

<behavi or nanme="UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ceBehavi or " >

<servi ceMet adat a httpGet Enabl ed="true" />

<servi ceDebug i ncl udeExcepti onDetail | nFaul t s="true" />

<servi ceAut hori zati on princi pal Perm ssi onMbde="None"/>

<servi ceCredenti al s>

<i ssuedTokenAut henti cati on al | owunt r ust edRsal ssuers="f al se"
certificateValidati onMode="Peer Trust" audi encelri Mode="Never"
trust edSt or eLocat i on="Local Machi ne" >

<knownCertificates>

<add findVal ue="UCP Aut hori zation Service"
st or eName="Tr ust edPeopl e" x509Fi ndType="Fi ndBySubj ect Nane"/ >

</ knownCertificates>

</ i ssuedTokenAut henti cati on>

<serviceCertificate storeLocation="Local Machi ne" storeNane="MW"
x509Fi ndType="Fi ndBySubj ect Nane" fi ndVal ue="UCP Core"/>

</ servi ceCredenti al s>

</ behavi or >

</ servi ceBehavi or s>

</ behavi or s>

We can customize these settings:

XML Section Property Description

serviceBehaviors Behavior identifier

behavior

-> npane

issuedTokenAuthenticationdval ue
-> knownCertificates

A string in the X.509
certificate store that
contains the certificate
used by the STS for
signing and encrypting
the tokens issued to
web application (so

revocat i onvbde="Onl i ne"

st oreLocat i on="Local Machi ne"

Example

UCPAuthPrototype.Tes

ucpP
Service

Authorization

tService.CoreSen
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XML Section

serviceCertificate

Property

findval ue

Description

the WCF service can
authenticate the web
application)

A string in the X.509
certificate store that
contains the certificate
used for signing and
encrypting messages
from a web application
to the WCF service

Example

UCP Core

Finally, the ser vi ce section contains the settings for a Windows Communication Foundation (WCF) service.
It also contains endpoints that expose the service.

<servi ce behavi or Confi gurati on="UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ceBehavi or"
name=" UCPAut hPr ot ot ype. Test Ser vi ce. Cor eSer vi ce" >

<endpoi nt address=""

bi ndi ng="wsFeder ati onHt t pBi ndi ng"

cont ract =" UCPAut hPr ot ot ype. Test Servi ce. | CoreServi ce"
bi ndi ngConfi gurati on="STSBi ndi ngConfi guration">

</ endpoi nt >

<endpoi nt address="rnmex"

<host >
<baseAddr esses>

<add baseAddress="http://I ocal host: 8700/ CoreService/" [>

</ baseAddr esses>
</ host >
</ servi ce>

bi ndi ng="nmexHt t pBi ndi ng" contract="1 Met adat aExchange" />

These settings need to be customized so the service will use the binding ad behavior defined above:

XML Section

service

service

host

endpoint

endpoint

4.7. Identity delegation

Source code

Property

name

behavi or Confi gurati on

baseAddr ess

bi ndi ng

bi ndi ngConfi guration

Description

Specifies the type
of the service to
be instantiated. The
format should be
Namespace.Class.

A string that contains
the behavior name of
the behavior to be
used to instantiate the
service

A string that specifies
a base address used
by the service host.

Specifies the type of
binding to use.

A string that specifies
the binding name of
the binding to use
when the endpoint is
instantiated

Example

UCPAuthPrototype.Tes

UCPAuthPrototype.Tes

http://localhost:8700/
CoreService/

wsFederationHttpBindi

STSBindingConfigurati

tService.CoreSen

tService.CoreSen

g
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http://localhost:8700/CoreService/
http://localhost:8700/CoreService/
$attachmentFilename

Atomia Identity

Step 1:

User visits. the restricted page which will use some
WCF service and gets redirected 1o the Atomia Identity
login page

1.3, 302 FOUND
Web Application redirerects
User to Atomia Identity
A User  |ogin page
1.1, User tries to access

the resiricted part of

the web application

r

1.2. Web application
B, Web application | expects claims for
usemame and role
which are not found
in user's request
Step 4:

The restricted page needs to use some WCF service's
functicn(s)

B. Web application

4.2 Atomia ldenfity issues
the token with claims
required for using the
WCF sarvice to the

web application

4.1. Web application logs in at the
Atomia Identity via its own
certificate and sends the tokan
received at step 2.2
to the M:mia Identity

C. Atomia Identity

Step 2:

User Logs in 1o the Atomia Identity, receives
apgropriate claims and is redirected back to the
original page

2.1. User signs in with the
username and password

A User

2.2.302 FOUND

Atomia ldentity sends the
SAML token with claims back
tor user and redirects him

1o the originally requested
page

C. Atomia |dantity

B. Web application e

Step 5:
The Web application contacts the WCF Sarvice

B. Web application

5.1. Web application connects to
the WCF Service endpoint
with the token received
from Atomia Identity
(from stap 4.2)

5.3. WCF Service allows
web application o consume it

5.2 WCF Service
validates the token

Step 3:
User can now access the desired restricted page

3.2. 200 OK
A User

3.1. Usaer tries to acoess
the restricted part of
the web application, now
with appropriate claims

B. Web application

Step 6:
User can use the restricted page's functionality

6.1 User accesses the
desired restricted page

B. Web application

&

§.2. The restricted page

(login page) uses some WCF service's

functions

claims recaived by
Web Application

This part is for developers of web applications who want to use WCF services with Atomia Identity
authorization. It will show you how a web application can issue calls to WCF service with the privileges of
the user who authenticated to that web application. This mechanism is called Identity Delegation . In the
Identity Delegation mechanism, web application is able to use WCF by providing the appropriate SAML
token to the WCF service.
This token should contain:
* identity claims and
 delegation information

4.7.1. Web application configuration for identity delegation

4.7.1.1. Step 1

Add a service reference to the Web application
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Add Service Reference @l&]

To see a list of available services on a specific server, enter a service URL and click Go. To browse for available
cervices, click Discover,

Address;

http://localhost/UCP/UcpCoreService.sve - | Go l I l[}igcwer |-

Services: Operations:
#-(® ] UcpCoreService

Select a service contract to view its operations.

|1 service(s) found at address -'http:,".;"l;:.ucalﬁust.'.’.U.CP.-."l:lcp.CoreS.en.rice.svc;.

Mamespace:

UcpCoreService

[ OK J ’ Cancel

After adding a service reference to the web application, the web. confi g file is automatically updated - we
have a new section within confi guration :

<syst em servi ceModel >

<bi ndi ngs>

<wsFeder ati onHt t pBi ndi ng>

<bi ndi ng nanme="WBFeder ati onHt t pBi ndi ng_| UcpCor eServi ce" cl oseTi neout ="00: 01: 00"
openTi meout =" 00: 01: 00" recei veTi meout ="00: 10: 00" sendTi meout =" 00: 01: 00"
bypassProxyOnLocal ="f al se" transacti onFl ow="fal se" host NaneConpar i sonMbde=" St r ongW | dcar d"
maxBuf f er Pool Si ze="524288" naxRecei vedMessageSi ze="65536" nessageEncodi ng="Text "

t ext Encodi ng="ut f - 8" useDef aul t WebPr oxy="true">

<r eader Quot as maxDept h="32" maxStri ngCont ent Lengt h="8192" maxArraylLengt h="16384"
maxByt esPer Read="4096" maxNaneTabl eChar Count ="16384" />

<reliabl eSessi on ordered="true" inactivityTi meout="00: 10: 00"

enabl ed="fal se" />

<security node="Message">

<message al gorithnBuite="Default" issuedKeyType="SymetricKey"

negoti at eServi ceCredential ="true">

<cl ai mnlypeRequi r emrent s>

<add cl ai niType="http://schemas. xn soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nane"

i sOptional ="fal se" />

<add cl ai nifype="http://schemas. m crosoft.conf ws/ 2006/ 04/identity/clains/role"

i sOptional ="true" />

</ cl ai mMlypeRequi r emrent s>

<i ssuer address="http://|ocal host/Atom al dentityStS/ Atom aSts. svc/usernanme/" />

<i ssuer Met adat a address="http://| ocal host/ At om al dentityStS/ Atom aSts. svc/ mex" />
</ message>

</security>

</ bi ndi ng>

</ wsFeder ati onHt t pBi ndi ng>

</ bi ndi ngs>

<client>

<endpoi nt address="http://t098/ UCP/ UcpCor eServi ce. svc" bindi ng="wsFederati onHtt pBi ndi ng"
bi ndi ngConf i gur ati on="WSFeder at i onHt t pBi ndi ng_| UcpCor eSer vi ce"

contract ="UcpCoreServi ce. | UcpCoreServi ce" name="WSFeder ati onHt t pBi ndi ng_I UcpCor eSer vi ce" >
<identity>
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<certificate encodedVal ue=" AWAAAAEAAAAUAAAAKI . ... " [ >
</identity>

</ endpoi nt >

</client>

</ system servi ceMbdel >

4.7.1.2. Step 2

We need to adjust Web Application's web. confi g file in order to use Token delegation to the WCF service.
First, we need to change the issuer section within the security->message tag in our bi ndi ng section
- our web application will be authenticated on the STS via certificate instead of username/password
combination. So, instead of:

<i ssuer address="http://local host/Atom aldentityStS/ Atom aSts. svc/usernane/" />

we should have this kind of section:

<i ssuer address="http://|ocal host/Atom al dentityStS/ Atom aSts.svc/cert/"
bi ndi ng="wsHt t pBi ndi ng" bi ndi ngConfi gurati on="http://1ocal host/Atoni aldentityStS/
Atom aSts. svc/cert/">

<identity>

<certificate encodedVal ue="M | ByzCCATSgAWM BAgl 2Pt XByKML5dI 68y5...." />

</identity>

</i ssuer>

XML Section Property Description Example

identity-> certificate encodedVal ue The certificate (public MIIByzCCATSgAwWIBAgIQ2PtXByKML5d

key) web application
is using to sign and
encrypt messages to
STS (can be found at
STS's wsdl)

Since we're specifying the way of communication between the web application and the STS via the bi ndi ng
and bi ndi ngConf i gur at i on attributes, we need define this binding within the bi ndi ngs section :

<wsHt t pBi ndi ng>
<bi ndi ng name="http://l ocal host/Atom al dentityStS/ Atom aSts. svc/cert/"
cl oseTi neout =" 00: 01: 00"
openTi meout =" 00: 01: 00" recei veTi meout =" 00: 10: 00" sendTi neout =" 00: 01: 00"
bypassProxyOnLocal ="f al se" transacti onFl ow="fal se" host NaneConpari sonMbde="StrongW | dcard"
maxBuf f er Pool Si ze="524288" maxRecei vedMessageSi ze="65536"
messageEncodi ng="Text" textEncodi ng="utf-8" useDefaul t WebProxy="true"
al | onCooki es="f al se">
<r eader Quot as maxDept h="32" maxStri ngCont ent Lengt h="8192" naxArraylLengt h="16384"
maxByt esPer Read="4096" nmaxNanmeTabl eChar Count ="16384" />
<rel i abl eSessi on ordered="true" inactivityTi meout="00: 10: 00"
enabl ed="f al se" />
<security nopde="Message">
<nessage clientCredential Type="Certificate" />
</security>
</ bi ndi ng>
</ wsHt t pBi ndi ng>

where the part

<security node="Message">
<nmessage clientCredential Type="Certificate" />
</security>

defines that the web application will be authenticated at the STS via its own certificate.
4.7.1.3. Step 3

The next thing we need to do is to define where web application's certificate can be found. Let's add
behaviorConfiguration="ClientCertificateBehavior" attribute to the <endpoint> tag of our WCF service:
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<endpoi nt address="http://t098/ UCP/ UcpCor eServi ce. svc"
behavi or Confi guration="CientCertificateBehavior"
bi ndi ng="wsFeder ati onHt t pBi ndi ng"
bi ndi ngConf i gur ati on="W5Feder ati onHt t pBi ndi ng_| UcpCor eSer vi ce"
contract ="UcpCor eServi ce. | UcpCor eServi ce" nanme="WSFeder ati onHtt pBi ndi ng_I UcpCor eServi ce" >
<identity>
<certificate encodedVal ue=" AWAAAAEAAAAUAAAAKI Our WG ... " />
</identity>
</ endpoi nt >

and a behavi or s section above the cl i ent section :

<behavi or s>

<endpoi nt Behavi or s>

<behavi or name="d ientCertificateBehavior">

<clientCredenti al s>

<clientCertificate findVal ue="My web applicati on" storelLocati on="Local Machi ne"
st or eName="M/" x509Fi ndType="Fi ndBySubj ect Nane" />

</clientCredential s>

</ behavi or >

</ endpoi nt Behavi or s>

</ behavi or s>

where the following setting needs to be adjusted

XML Section Property Description Example

clientCertificate findval ue A string in the My web application
X.509 certificate store
that contains the
certificate used for
authenticating  web
application at the STS

4.7.1.4. Step 4

The last thing we need to do is to modify the servi ceCertificate within microsoft.identityMdel section
in web. confi g file :

<serviceCertificate>

<certificateReference x509Fi ndType="Fi ndBySubj ect Nane" fi ndVal ue="Your Application Nanme"
storeLocati on="Local Machi ne" storeName="MW"/>

</ serviceCertificate>

Change the following properties :

XML Section Property Description Example

serviceCertificate-> findval ue A string in the X.509 Your Application
certificateReference certificate store that Name

contains the certificate

STS for encrypting the

issued tokens for the

web application

4.7.1.5. Step 5

This step is just an overview what the web. confi g system.serviceModel section should look like:

<syst em servi ceModel >

<bi ndi ngs>

<wsFeder ati onHt t pBi ndi ng>

<bi ndi ng nanme="WBFeder ati onHt t pBi ndi ng_| UcpCor eServi ce" cl oseTi neout ="00: 01: 00"

openTi meout =" 00: 01: 00" recei veTi meout ="00: 10: 00" sendTi meout =" 00: 01: 00"

bypassProxyOnLocal ="f al se" transacti onFl ow="fal se" host NaneConpar i sonMbde=" St r ongW | dcar d"
maxBuf f er Pool Si ze="524288" naxRecei vedMessageSi ze="65536" nessageEncodi ng="Text "

t ext Encodi ng="ut f - 8" useDef aul t WebPr oxy="true">

<r eader Quot as maxDept h="32" nmaxStri ngCont ent Lengt h="8192" maxArraylLengt h="16384"

maxByt esPer Read="4096" maxNaneTabl eChar Count ="16384" />
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<reliabl eSessi on ordered="true" inactivityTi meout="00: 10: 00"
enabl ed="f al se" />
<security npde="Message">
<nessage al gorithnBuite="Default" issuedKeyType="Symretri cKey"
negot i at eServi ceCredenti al ="true">
<cl ai nirypeRequi r enent s>
<add cl ai nType="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dent i ty/ cl ai ns/ nane"
i sOptional ="fal se" />
<add cl ai nType="http://schemas. m crosoft.com ws/ 2006/ 04/i dentity/clai nms/role"
i sOptional ="true" />
</ cl ai mlypeRequi r ement s>
<i ssuer address="http://|ocal host/Atomi aldentityStS/ Atom aSts. svc/cert/"
bi ndi ng="wsHt t pBi ndi ng" bi ndi ngConfi gurati on="http://| ocal host/Atom al dentityStS/
At omi aSts. svc/cert/">
<identity>
<certificate encodedVal ue="M | ByzCCATSgAWM BAgl Q2Pt XByKM_5dI| 68y5ADs
+DANBgk ghki GOWOBAQUFADAK MSI Wi AYDVQQDEX| VQLAgQXV0a®@yaXphdd vbi BTZXJ2aWN MB4XDTAS MDYWMT Ex MDEy OF0 XDT M5 MDY\
+edt 1kwnj NEOJUOYq4n2WHz/
NK3Oba4h6V7kf G3D1i i xvPEqzgbhCaNw8OpM6+l LEMFoFVTRI MSr 3v M7 YOAxaoaXCY8o@oJgnK6XEnuh4zh234j AFokkvki Ux1t /
E/ J6vAgGMrdnB4Sr AK
+0Lc7pONVBgnNnJzv18Egl Vkr c CAWEAATANBgk ghki GOWOBAQUFAAOBgQAYI zi J46RFEW ar XbZl sc FAOw u8VQaaf Kr NLTMDf vv9i 11
+NCNEDGr 10Xcyeul dd3ckTZRzc9Up7j | i 1kQ Dnf e3A511 RGYC2dXOWWET7 Q==" [ >
</identity>
</issuer>
<i ssuer Met adat a address="http://| ocal host/ At om al dentityStS/ Atom aSts. svc/ nex" />
</ nessage>
</security>
</ bi ndi ng>
</ wsFeder ati onHt t pBi ndi ng>
<wsHt t pBi ndi ng>
<bi ndi ng name="http://l ocal host/Atom al dentityStS/ Atom aSts. svc/cert/"
cl oseTi meout =" 00: 01: 00"
openTi meout =" 00: 01: 00" recei veTi meout =" 00: 10: 00" sendTi neout =" 00: 01: 00"
bypassProxyOnLocal ="f al se" transacti onFl ow="fal se" host NaneConpari sonMbde="StrongW | dcard"
maxBuf f er Pool Si ze="524288" maxRecei vedMessageSi ze="65536"
messageEncodi ng="Text" textEncodi ng="utf-8" useDefaul t WebPr oxy="true"
al | owCooki es="f al se">
<r eader Quot as maxDept h="32" nmaxStri ngCont ent Lengt h="8192" maxArraylLengt h="16384"
maxByt esPer Read="4096" naxNameTabl eChar Count ="16384" />
<reliabl eSessi on ordered="true" inactivityTi meout="00: 10: 00"
enabl ed="f al se" />
<security npde="Message">
<nmessage clientCredential Type="Certificate" />
</security>
</ bi ndi ng>
</ wsHt t pBi ndi ng>
</ bi ndi ngs>
<behavi or s>
<endpoi nt Behavi or s>
<behavi or name="ClientCertifi cat eBehavi or">
<clientCredenti al s>
<clientCertificate findVal ue="Atom a Wb Franme" storelLocati on="Local Machi ne" st oreName="M"
x509Fi ndType="Fi ndBySubj ect Nane" />
</clientCredential s>
</ behavi or >
</ endpoi nt Behavi or s>
</ behavi or s>
<client>
<endpoi nt address="http://t098/ UCP/ UcpCor eServi ce. svc" bi ndi ng="wsFeder ati onHt t pBi ndi ng"
bi ndi ngConf i gur ati on="W5Feder ati onHt t pBi ndi ng_| UcpCor eSer vi ce"
behavi or Confi guration="CientCertificateBehavior"
contract ="UcpCor eServi ce. | UcpCor eServi ce" nanme="WSFeder ati onHtt pBi ndi ng_I UcpCor eSer vi ce" >
<identity>
<certificate
encodedVal ue=" AWAAAAEAAAAUAAAAK| Our W GQQs CDAVWMNF 4Q f x NP6k gAAAAAQAAAKOBAAAWGgGpM | BEQADAGECAhAPKYgx XRgnT
| q7Av7vNVUIGSAMZ2qQqVAgMBAAEWDQYJKoZI hvc NAQEFBQADg YEAMI FIWWNI r hnHhzws 7C080V3dvVOXHWIhJ | e Gg8Ds 35 MUNOAyY 4K
| 9 zH8De3+TECar ACabaD3i z8K+aBqgemlVf k1 B+bWjckRYkdwi nCpGuxKgSDOOXECcSa@ t Uphnj 63as/
ddi 7ccUTI HAGM LMRIcD4i H A144w3sD+Ms=" />
</identity>
</ endpoi nt >
</client>
</ system servi ceMbdel >

4.7.2. Web application code changes for identity delegation

There are few things need to be done in the code in order to use the Identity delegation.
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* Open the Global.asax.cs of your web application

public static readonly string CachedChannel Factory = "WE_CachedChannel Fact ory";
voi d Sessi onAut henti cati onMbdul e_Confi gurati onLoaded( obj ect sender, EventArgs e)
{
Channel Fact or y<UCPAut hPr ot ot ype. WebM/cAppl i cati on. Cor eServi ce. | CoreServi ce> servi ce2CF =

new

Channel Fact or y<UCPAut hPr ot ot ype. WebMvcAppl i cati on. Cor eServi ce. | Cor eServi ce>("WsFeder ati onHt t pBi ndi ng_
Feder at edd i ent Credenti al s. Conf i gur eChannel Fact or y<UCPAut hPr ot ot ype. WebM/cAppl i cat i on. Cor eSer vi ce. | Col
Appl i cati on[ CachedChannel Fact ory] = servi ce2CF;
}

e copy the code above

* here we initialize the ChannelFactory instance for the service we will use
UCPAuthPrototype.WebMvcApplication.CoreService.ICoreService - here you provide the proxy
class of your service.

 put that instance in the global Application dictionary.

» Before the you call of the method of some service you need to initialize it first:

/1 CGet the caller's token from custom state
Sessi onSecurityToken sessionToken = nul|;
if
(System Web. Ht t pCont ext . Current. |tens. Cont ai ns(typeof (Sessi onSecurityToken). Assenbl yQual i fi edNane))
{
sessi onToken =
System Web. Ht t pCont ext. Current. |tens[typeof (SessionSecurityToken). Assenbl yQual i fi edNane]
as SessionSecurityToken;
}
SecurityToken call erToken = nul|;
/1l W expect only one token to be specified during Bootstrap.
if ((sessionToken != null) && (sessionToken. BootstrapTokens. Count == 1))

cal I er Token = sessi onToken. Boot st rapTokens[ 0] ;

if (callerToken == null)
{
/1 W lost the session state but the user still has the federated ticket
/'l Let's sign the user off and start again

Feder at edAut henti cati on. Si gnQut () ;

return LogOfif();

}
/'l Get the channel factory to the backend service fromthe application state

Channel Fact ory<I CoreServi ce> factory =

(Channel Fact or y<I Cor eSer vi ce>) Syst em Web. Ht t pCont ext . Current. Appl i cati on[ MrcAppl i cati on. CachedChannel
/'l Create and setup channel to talk to the backend service

| Cor eServi ce channel ;

I ock (factory)
{
/] Setup the ActAs to point to the caller's token so that we performa delegated call to
t he backend service
/1 on behalf of the original caller.

channel = factory. Creat eChannel Acti ngAs<I Cor eSer vi ce>(cal | er Token) ;
//factory. Credential s. | ssuedToken = cal | er Token;

//channel = factory. CreateChannel ();

}

first need to get callerToken (it represents the SAML token of the currently authenticated user)

then in the line: take the factory instance - initialized in the previous code section in the Global.asax.cs

¢ use the factory instance to create the Channel for your service

channel = factory. CreateChannel Acti ngAs<I Cor eServi ce>(cal | er Token);

» Change ICoreService to the interface of your service

[

1] H |
vyou tairidailr your ScivilT |||ct||uu
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var UcpAccounts = channel . Li st Accounts();

4.7.3. Atomia ldentity update to support authentication of web application using certificate
Web.config file of Atomia Identity update with:

1. On element with xpath configuration\nicrosoft.identityMdel\service\issuerNaneRegistry
\trustedl ssuers add line like:

<add nane="CN=MyWebAppl i cati on" thunbprint="1C18704DF16069DCDDI0CE6C6D2FFDE3002E2929" />

2. 0On element with xpath configuration\nicrosoft.identityMdel\service\securityTokenHandl ers
\'securit yTokenHandl er Confi gur ati on\i ssuer NameRegi st ry\ t rust edl ssuers add line like:

<add name="CN=MyWebAppl i cati on" thunbprint="1C18704DF16069DCDDI0CE6C6D2FFDE3002E2929" />

5. Atomia ldentity - Updates

This page should contain instructions on how to update the service.

6. Atomia ldentity - API Reference
6.1. AddRole
Add specified role.

public void AddRol e(
string rol eNane

)

Parameters:

* rol eName - Name of the role to add.

6.2. AddUser

Adds a new Atomia user to the data source.

public void AddUser (
At om aUser user,
string password);

Parameters:
e user - Atomia user.

* password - User's password.

6.3. AddUsersToRoles

Adds the users to roles.

public void AddUser sToRol es(
string[] usernanes,
string[] roles

)

Parameters:

e usernanmes - The usernames.
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* roles - Theroles.

6.4. DeleteRole

Delete specified role.

public void Del et eRol e(
string rol eNane

)

Parameters:

* rol eName - Name of the role to delete.

6.5. FindByProperty

Finds Atomia user by certain property.

publ i c Atomi aUser[] FindByProperty(
Di cti onary<string, string> atom aProperty,
bool fill UserProperties

)

Parameters:
* atomi aProperty - property to search for.

e fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia
user properties.

Return value: Array of Atomia users which has property as the given one.

6.6. FindUsersByEmail

Returns a list of membership users where the email matches the supplied emai | Pattern .

public Atom aUser[] FindUsersByEnmail (
string email Pattern,

i nt pagel ndex,

int pageSi ze,

out int total Records,

bool fill UserProperties

)

Parameters:

e email Pattern - The user email pattern to search for. If your data source supports additional search
capabilities, such as wildcard characters, you can provide more extensive search capabilities for e-malil
addresses.

* pagel ndex - The zero-based index of the page of results to return.
* pageSi ze - The size of the page of results to return.
* total Records - The total number of matched users.

e fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia
user properties.

Return value: Collection that contains a page of pageSi ze AtomiaUser objects beginning at the page
specified by pagel ndex .
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6.7. FindUsersByName

Returns a list of membership users where the user name matches the supplied usernamePattern.

public Atom aUser[] Fi ndUsersByNane(
string usernanmePattern,

i nt pagel ndex,

int pageSi ze,

out int total Records,

bool fillUserProperties);

Parameters:

e usernanePattern - The user name to search for. If your data source supports additional search
capabilities, such as wildcard characters, you can provide more extensive search capabilities for user
names.

 pagel ndex - The zero-based index of the page of results to return.
* pageSi ze - The size of the page of results to return.
* total Records - The total number of matched users.

e fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia
user properties.

Return value: Collection that contains a page of pageSi ze AtomiaUsers objects beginning at the page
specified by pagel ndex .

6.8. FindUsersInRole

Returns a list of users in a role where the user name contains a match of the supplied username pattern.

public Atom aUser[] FindUserslnRol e(
string rol eNane,

string usernanmePattern,

bool fill UserProperties

)
Parameters:
* rol eNane - The name of the role.
 usernanePatt ern - The user name to search for. Wildcard support is included based on the data source.

* fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia
user properties.

Return value: List of users in a role where the user name matches user nanePattern .

6.9. GetAllRoles

Gets all roles.

public string[] GetAllRoles()

Return value: A string array containing the names of all the roles stored.

6.10. GetAllUsers

Returns an array of membership users.
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public Atom aUser[] GetAll Users(
i nt pagel ndex,

int pageSi ze,

out int total Records,

bool fill UserProperties

)

Parameters:

» pagel ndex - The index of the page of results to return. pagel ndex is zero-based.

* pageSi ze - The size of the page of results to return.

* total Records - The total number of matched users.

* fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia

user properties.

Return value: Collection that contains a page of pageSi ze AtomiaUser objects beginning at the page

specified by pagel ndex .

6.11. GetRolesForUser

Gets a list of the roles that a specified user is.

public string[] CetRol esForUser (
string usernane

)

Parameters:
* username - The username of the user that belongs to specific roles.

Return value: List with the roles.

6.12. GetUser

Gets information from the data source for a membership user.

publ i c Atom aUser Get User (
string usernaneg,
bool fillUserProperties);

Parameters:

* username - The name of the user to return.

* fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia

user properties.

Return value: Atomia user with user properties.

6.13. GetUserNameByEmail

Returns a list of membership users where the user name matches the supplied username pattern.

public string GetUser NaneByEnmai | (
string enmil);

Parameters:

* emai |l - The email address to search for.
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Return value: The name of the user.

6.14. GetUsersInRole

Returns all user that belong to specific role.

public Atom aUser[] Get User sl nRol e(
string rol eNane,
bool fill UserProperties

)

Parameters:
* rol eNane - The role of the user.

e fillUserProperties - Indicator to point whether return array of Atomia users will be filled with Atomia
user properties.

Return value: List with the names of all the users who are members of the specified role.

6.15. ModifyAtomiaUser

Modifies Atomia user properties.

public void MdifyAtom aUser (
At om aUser user

)

Parameters:

* user - Atomia user.

6.16. ModifyPassword

Updates password for the user in the data source.

public void MdifyPassword(
string usernane,

string ol dPassword,

string newPassword) ;

Parameters:
* usernane - Username of the user.
ol dPasswor d - Current password for the specified user.

* newPasswor d - New password.

6.17. RemoveUser

Deletes user.

public void RenmoveUser (
string usernane

)

Parameters:

* usernanme - The username of the user to delete.
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6.18. RemoveUserFromRole

Removes user from specific role.

public void RenpveUser Fr onRol e(
string[] usernanes
string[] roles

)

Parameters:
 usernanes - A string array of user names to be removed from the specified roles.

* rol es - A string array of role names to remove the specified user names from.

6.19. ValidateUser
Verifies that the specified user name and password exist in the data source.

publ i c bool ValidateUser (
string usernane,
string password);

Parameters:
 usernane - Name of the user to validate.
 password - Password for the specified user.

Return value: True if username and password are valid, otherwise returns false.

7. Atomia ldentity - Identity SDK

This page should contain information about Identity SDK.

8. Atomia ldentity - Usage
8.1. Usage
This section should contain instructions on how to use ldentity service.

8.2. Code examples
8.2.1. Code example 1

This code example does...

/1
/] code exanpl e
/1

9. Atomia ldentity - Technical information

This page should contain technical information about service.

10. Atomia ldentity - FAQ

This page contains answers to the frequently asked questions.

11. Atomia ldentity - Release log

This page will be written upon a first release of Atomia Identity.
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12. Atomia ldentity - Roadmap

This page will be written upon a first release of Atomia ldentity.

Product

Atomia Identity

Atomia ldentity

Atomia Identity

Atomia Identity

Atomia ldentity

Atomia Identity

Atomia Cloud
Hosting Package
- LiteSpeed
agent

13. Atomia ldentity - License

Component

Log4net

Castle.Core

Type of License

Apache License,
Version 2.0

Apache License,
Version 2.0

Castle.DynamicProfy2che License,

lesi.Collections

NHibernate

Microsoft
Enterprise
Library

Zend Framework

Version 2.0

Apache License,
Version 2.0

Apache License,
Version 2.0

Microsoft Public
License (Ms-PL)

New BSD

License

Should the
license be
distributed with
our application?
Yes
Yes
Yes
Yes

Yes

No

Yes

Where is it
located in our
distribution?

9% NSTALLDI R%A bi n
\l og4net .| icense.

% NSTALLDI R bi n
\ Cast | e. Dynam cPr

% NSTALLDI R bi n
\ Cast | e. Dynani cPr

9% NSTALLDI R bi n
\lesi.Collections

% NSTALLDI R bi n
\l og4net. | icense.

9% NSTALLDI R%
\libs
\zend. | i cense. t xt

Index

t Xt

oxy. |l icense. txt

oxy.license.txt

.license.txt

t Xt
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